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Abstract

Security protocols often involve loops, such as for ratcheting or
for manipulating inductively-defined data structures. However, the
automated analysis of security protocols has struggled to keep up
with these features. The state-of-the-art often necessitates work-
ing with abstractions of such data structures or relies heavily on
auxiliary, user-defined lemmas.

In this work, we advance the state-of-the-art in symbolic pro-
tocol verification by adapting cyclic induction proof systems to
the security protocol domain. We introduce reasoning rules for the
Tamarin prover for cyclic proofs, enabling new, compact proofs,
and we prove their soundness. Moreover, we implement new, sim-
ple, and effective proof search strategies that leverage these rules.
With these additions, Tamarin can prove many lemmas that pre-
viously required, often complex, auxiliary lemmas. We showcase
our approach on fourteen case studies, ranging from toy examples
to a detailed model of the Signal protocol. Our work opens an ex-
citing new research area where automatic induction helps scale
security protocol verification, as we provide a fundamentally new
and general induction mechanism.
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Case 1

Case 2.1 Case 2.2

Figure 1: Example of non-termination in Tamarin. Without
using trace induction, Tamarin can only apply one proof
method, which results in a case split. Left-side case leads to a
contradiction (/) whereas right-side case recurses infinitely.

1 Introduction

Recent years have seen substantial progress in security protocol
verification. Numerous detailed models of real-world protocols have
been constructed and verified using state-of-the-art protocol verifi-
cation tools such as Tamarin and ProVerif, including TLS 1.3 [24,
25, 8], Noise [29], 5G [40, 3], EMV [5], Signal [32] and variants [23],
and Apple’s iMessage [34].

Despite these advances, scaling automated verification to large
case studies remains challenging. One of the main challenges is
that modern security protocols often use complex loop structures,
for example, for message transmission, key renewal, and ratch-
eting in secure messaging. These structures introduce sources of
non-termination for protocol verification. Proof techniques such as
induction and the use of auxiliary lemmas, which are supported by
Tamarin [38] and ProVerif [11], can help reduce the proof search
space and thus alleviate some of the non-termination problems.
However, stating inductive conjectures and useful auxiliary lem-
mas requires the users’ ingenuity and expertise, which hampers
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proof automation. In this work, we improve upon the state-of-the-
art in proof automation for modern protocol designs by tackling
these non-termination issues.

Tamarin uses constraint systems to represent the set of execu-
tions violating a given property. Constraint reduction essentially
corresponds to a backwards search from an attack state to an initial
state. By the reduction rules’ soundness and completeness, reach-
ing an initial state corresponds to an attack, while reducing all
constraint systems to contradictions corresponds to a proof. Non-
termination manifests itself as a never-ending backwards attack
construction. When explored in Tamarin’s interactive mode, these
constructions usually exhibit a repeating behavioral pattern, such
as the one shown on the right-hand branch of Figure 1. In this
work, we formalize when such repeating patterns contradict the
executions’ well-foundedness. For that, we use the proof method
of infinite descent that was already used by Euclid, but first for-
malized by Fermat [42]. They applied it, for instance, to prove the
non-existence of solutions to number-theoretic problems.

Modern accounts of deductive reasoning formalize such argu-
ments using cyclic proofs, e.g., [13, 17]. Deductive reasoning rules
decompose a proof goal into sub-goals, for example, proving P A Q
can be reduced to proving P and proving Q. Applying these rules
induces a proof tree, whose leaves are given by axioms, e.g., AV —A.
Cyclic proofs allow one to prove a statement P(o(x)) that instan-
tiates a more general statement P(x) encountered earlier in the
proof by introducing a backlink from P(o(x)) to P(x). In this way,
cyclic proofs generalize proof trees to proof graphs. Moreover, an
additional global soundness condition ensures that all cycles corre-
spond to well-founded inductive arguments. This form of inductive
reasoning does not use any explicit induction rules.

Cyclic proofs’ advantage over traditional inductive proofs is that
inductive reasoning in general requires a priori ingenuity to choose
an inductive conjecture, induction scheme, induction variables, and
the position in a proof to apply induction. These choices, some-
times even called “eureka steps” to underscore their difficulty, make
the automation of inductive proofs notoriously hard [18, 19]. In
contrast, in cyclic proofs, these choices are made implicitly and
a posteriori: The inductive statement and the position where to
apply induction arise by the formation of backlinks, whereas the
induction scheme and the induction variables are determined by the
global soundness condition. These properties of cyclic induction
can both simplify proofs and offer the promising potential for proof
automation, even though, in general, undecidability still calls for
user-provided inductive statements [18, 19]. Given its advantages
over traditional induction, cyclic induction has been applied in
many areas of logic and computer science, including first-order
logic with inductive predicates [13], equational reasoning about
functional programs [31], program logics [44, 51], program synthe-
sis [30], and p-calculi [46, 49].

In this work, we formalize and implement cyclic proofs for secu-
rity protocol verification in Tamarin, we prove its soundness, and
we show that it substantially improves proof automation. Doing
this required overcoming several challenges, both in terms of the
logical formalism and proof search.

First, Tamarin uses constraint solving rather than a form of se-
quent calculus, as commonly used for cyclic proofs. It was initially
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unclear whether cyclic proofs could be adapted to this setting. Be-
sides formulas describing protocol properties, Tamarin’s constraint
systems also include complex graph constraints, which describe
execution steps and their dependencies. The interpretation of con-
straint systems as sequents that derive contradictions from the
given constraints clarified the connection to existing cyclic proof
systems and facilitated their adaption to our setting. Moreover,
Tamarin’s backward search for an initial state suggested the set
of timepoints labeling execution steps as the natural well-founded
domain for cyclic induction.

Second, we find that effective backlink formation in cyclic proofs
requires two structural rules from sequent calculi, weakening and
cut, which we add to Tamarin’s constraint reduction rules. Weaken-
ing generalizes a constraint system by discarding some constraints
and cut introduces a new constraint and its negation in separate
cases. To restrict the search space and achieve a high degree of
automation, we use the structural rules in a strictly controlled way:
our use of weakening is based on the protocol’s looping structure,
and we use cut only with formulas that are either (i) instances of
formulas that already exist in the constraint system or (ii) ordering
constraints that preserve some of the weakened information.

Finally, as the backlink search is NP-complete, we devise an
effective heuristic to perform backlink checks incrementally and
discard impossible cases early.

We evaluate cyclic proofs and compare them with proofs by
explicit trace induction. Our results show that our controlled use
of the structural rules together with only minimal (and generic)
changes to Tamarin’s existing proof search strategies are sufficient
to prove many lemmas with no or substantially fewer auxiliary
lemmas than needed with trace induction.

Contributions. Our contributions are three-fold. First, we intro-
duce cyclic proofs for protocol verification. In particular, we extend
Tamarin’s constraint reduction rules with structural rules for weak-
ening and cut, define cyclic proofs for Tamarin, and prove their
soundness. Second, we implement this proof system in Tamarin,
which requires a major overhaul of Tamarin’s internal structure.
We also provide a set of heuristics to guide effective proof search
in the cyclic proof system, including the controlled application of
the structural rules. Third, we evaluate our approach on fourteen
case studies ranging from simple protocols to a detailed model of
the Signal protocol. We show that our implementation effectively
reduces the number of auxiliary lemmas required. In particular, we
require no auxiliary lemmas to prove message secrecy for Signal.
Although our work is based on Tamarin, the ideas are, in principle,
transferable to other tools such as ProVerif.

Our work opens an exciting new area in which automatic induc-
tion helps scale protocol verification. Whereas current automatic
tools only provide limited support for induction, we provide a fun-
damentally new and general induction mechanism. A wide variety
of protocols will benefit from this. For example, protocols with
nested loops, such as those using double-ratchets, protocols with
arbitrarily many participants, such as consensus protocols, and
protocols involving participant groups, such as those employing
threshold cryptography.
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2 Background on Tamarin

Tamarin [39] is a model checker for security protocol verifica-
tion, which incorporates a constraint solving algorithm based on
symbolic backwards search. In this section, we briefly introduce
Tamarin’s underlying verification theory. For more details see [38].

2.1 Protocol Specifications

Tamarin works in the symbolic model, where protocol messages
are represented as elements of a term algebra. An equational the-
ory E encodes the semantics of these terms. Typically, E models
cryptographic operations and their relationships. For example, the
equation sdec(senc(m, k), k) = mdefines the symbolic model of
symmetric encryption, formalizing that decrypting an encryption
with the same key yields the original message. Along with the equa-
tional theory, the protocol and attacker behavior are specified by a
set of multiset rewriting rules R. A Tamarin protocol model then is
a pair (R, E).

2.1.1  Multiset Rewriting Rules. In Tamarin, a global state consists
of a multiset of ground facts (facts may repeat). Similar to predicates
in first-order logic, facts are built by applying fact symbols to terms.
A fact is ground if its terms have no variables. Facts typically model
the local state of participants or the network, e.g., who possesses
which keys, or what messages have been sent out on the network.

Multiset rewriting rules in Tamarin have the form 1 --a-> r,
where 1, a, and r are all multisets of facts. 1 encodes the facts that
are required to apply the rule (the premises), r encodes the effects
of a rule (the conclusions), and a labels the rule application for
subsequent reference in lemmas with action facts. Facts are either
persistent (preceded by a !) or linear. When a rule is applied, the
linear facts in 1 are removed from the global state and replaced by
the facts in r. For example, the following rule models sending a
nonce, encrypted using a symmetric key, and has no action facts as
labels: [ Fr(n), 'Key(k) 1 --> [ Out(senc(n, k)) 1.

The persistent fact !Key models storing a long-term key. Fr
and Out are reserved, linear facts. Fr models generating a random,
unguessable value, and Fr facts are provided by the built-in rule
FREsH. Out models sending a message over an insecure network.
Tamarin provides built-in support for an active network adver-
sary that can intercept, reroute, replay, modify, and insert any
message derivable from their knowledge. Utilizing the equational
theory and dedicated adversary rules, the adversary can reason
about all messages sent. For example, consider the rule above. If
k leaked to the adversary, they could learn n by constructing the
term sdec(senc(n, k), k), which reduces to the plaintext n (us-
ing the equation above). The adversary can construct this term
because they know k by assumption and the ciphertext because it
was previously sent.

ExAMPLE 1 (RUNNING EXAMPLE). Consider the following model.

rule Start: [Fr(x)] --[Start(x)]-> [A(x)]
rule Loop: [A(x)] ~--[Loop(x) 1-> [A(x)]
rule Stop: [A(x)] --[Stop(x) 1-> []

This model consists of three rules, Start, Loop, and Stop, which model
a loop that starts with the generation of a fresh nonce, is executed a
non-deterministic number of times, and may eventually stop.
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0 : Fresh 2 : Fresh
Fr(n) Fr(n')
Fr(n) Fr(n')

1 : Start[Start( n )] 3 : Start[Start( n')]

A(n) A(n')
A(n) A(n")

4 : Loop[Loop( n)] 5 : Loop[Loop( n')]

A(n')

6 : Stop[Stop( n )]

Figure 2: Dependency graph.

2.2 Semantics

2.2.1
rules induce a labeled transition system. An execution is a sequence
of labeled state transitions, starting in the (empty) initial state. Each
execution has a corresponding trace consisting of the sequence
of sets of action facts labeling each transition. The semantics of a
Tamarin model is its set of traces.

Executions and Traces. A Tamarin model’s multiset rewriting

2.2.2 Dependency Graphs. Dependency graphs capture the se-
quence of rule applications and dependencies between rule premises
and conclusions. They are closely related to the constraint systems
used in Tamarin’s protocol analysis and they enable effective proof
search (Sections 2.4 and 2.5). Figure 2 shows a dependency graph
corresponding to two runs of the Loop example from Example 1
with a single loop iteration, one of them completed with the Stop
rule. Here, n and n’ are fresh values. Every node corresponds to
a ground rule instance with three parts. The upper part are the
rule’s premises, the lower part are the rule’s conclusions, and the
middle part are the rule’s timepoint, name, and action facts. When
a rule has no premises or conclusions, these parts are omitted. The
timepoints reflect at which point in time a rule was applied. Note
that the two Loop example runs are interleaved.

DEFINITION 1 (DEPENDENCY GRAPH). A dependency graph is
a tuple dg = (I, D) where I is a finite list of nodes, each of which
corresponds to a ground instance of a multiset rewriting rule from the
underlying Tamarin model, indexed by the set idx(I) = {0, ..., |I|-1},
and D C N? x N2, We write (i,u) > (j,0) for ((i,u), (j,0)) € D,
when D is clear from the context. Here, (i,u) denotes rulei’s (inI) con-
clusion u and (j,v) rule j’s premise v. We require that edges correctly
connect premises and conclusions, i.e., i < j and the conclusion (i, u)
is equal (modulo E) to the premise (j,v). Furthermore, each premise
must have exactly one incoming edge, every linear conclusion has at
most one outgoing edge, and FREsH rule instances are unique.

To illustrate Tamarin’s edge notation, consider the top-right
edge in Figure 2. It connects the first premise and conclusion of rule
instances 2 and 3 and is thus (2, 0) > (3, 0). The trace induced by
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a dependency graph is the sequence of the action labels of the rules
in I. One can show that the dependency graphs of a model (R, E)
induce the same set of traces as the set of traces derived from the
model’s executions ([38, Theorem 3]). The trace of the dependency
graph shown in Figure 2 is:

[0, {Start(n)}, 0, {Start(n’)}, {Loop(n)}, {Loop(n’)}, {Stop(n)}] .

2.3 Protocol Properties

In Tamarin, protocol properties are expressed as first-order logic
trace properties, which are given by closed trace formulas. Atomic
trace formulas are false L, action formulas f @i, and predicates i = j
(timepoint equality), i < j (timepoint ordering), and t = u (term
equality), where f is an action fact, i and j are temporal variables
representing timepoints, and t and u are terms. Trace formulas
can be combined with the usual logical connectives —, A, V, and
= as well as universally and existentially quantified. We write
fv(p) for (all) free variables and fvtmp(w) for the free temporal
variables of a formula ¢. We assume that all trace formulas are
guarded. This means that all existentially quantified formulas are
of the form 3X. f@i A ¢ and all universally quantified formulas are
of the form VX. f@i = ¢, where set(X) C fv(f@i), i.e., all bound
variables are free in the action formula f@i. Intuitively speaking,
guardedness requires that all instantiations of quantified variables
are related to a protocol execution (and its trace) via some action
fact f@i. We write ¢ for —¢’s negation normal form.

Trace properties to be proved in Tamarin are called lemmas.

For example, the following property expresses that every Stop(x)
action is preceded by a Start(x) action:

Vx, j. Stop(x)@j = 3i. Start(x)@i A i < j. (1)

Trace formulas are interpreted over traces. Given a valuation
0 of the free variables of ¢, we write (tr,0) Er ¢ to mean that
the trace tr satisfies ¢ under the valuation 6, which respectively
maps temporal and term variables to timepoints and terms. We
do not formally define the satisfaction relation here, but appeal to
intuition (see [38] for details). A protocol model (R, E) satisfies a
universal trace property ¢, written R kg ¢, if all traces of (R, E)
satisfy ¢. Tamarin also supports existential trace lemmas to show
the existence of a trace with a given property. Henceforth, we only
consider universal trace properties without further mentioning it,

but cyclic induction can be applied to existential trace lemmas too.

2.4 Constraint Systems

To verify that a universal trace property ¢ holds for a model (R, E),
Tamarin negates the property and searches for an attack, i.e., a
dependency graph satisfying the negated property. If none is found,
this is a proof that the property holds.

2.4.1 Syntax. Tamarin uses constraint systems to symbolically
describe sets of dependency graphs, i.e., potential attacks. Tamarin
uses five types of constraints:

(1) Formula ¢: Trace formula ¢ must hold.

(2) Node i : ri: Rule ri is applied in node i.

(3) Edge (i,u) » (j,v): The fact at index u of node i’s conclusion
is used for node j’s premise at index .
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A(X) i
#vr : Loop|[Loop( x )] Stop(z)@]
A(X)
* A(z)>0j Az)>oor
) Vi. Start(z)@i = (i < j)
#j : Stop[Stop( x )]

Figure 3: Example constraint system.

(4) Premise f >, i: Node i has fact f as its premise number v.
This constraint is used to generate new node constraints and to
connect them to this premise using edge constraints. We call
unsolved premise constraints open premises.

(5) Chain (i,u) --> (j,v): The adversary learned the term at node
J’s premise v by deconstructing the term at node i’s conclusion
u, possibly transitively. This constraint reasons about which
messages an adversary may have learned specific terms from.

A constraint systemT is a set of constraints over a given protocol
model (R, E). Let C be the set of all constraint systems defined over
the given protocol. We extend the functions fv(-) and fvtmp( -) from
formulas to constraint systems as expected.

2.4.2  Semantics. A model for a constraint system I' is a pair (dg, 0)
consisting of a dependency graph dg and a valuation 6 of the free
variables of T. We write (dg,0) g T if the model satisfies all
constraints in . A dependency graph dg is a solution for T if there
is a valuation 6 such that (dg, 0) kg T. We write sols(T) for the set
of all solutions of I'. Again, we will not define £ in detail (see [38]),
but appeal to intuition.

ExAMPLE 2. Figure 3 shows a constraint system with two node, one
edge, two premise, and two formula constraints. The constraint system
is satisfied by the dependency graph in Figure 2 under the valuation
0=[or—>4,j— 6,x > nl.

Observe that we defined two logical relations for trace formulas.
We write (tr, 0) kg ¢ if a trace tr satisfies ¢, and (dg, 0) kg ¢ ifa
dependency graph dg satisfies ¢. There is a close connection between
£r and kg, namely, for any protocol model (R, E) and trace formula
¢, there exists a trace ¢tr and valuation 8 such that (tr,6) kg ¢ if
and only if there exists a dependency graph dg and valuation 0
such that (dg, 0) kg {¢}, ie., sols({¢}) is non-empty. This reduces
the formula satisfaction problem to a constraint solving problem.

2.4.3 Timepoints and Temporal Order. Each constraint system T’
induces a temporal order <r on its temporal variables, which is
defined as the minimal transitive relation such that i < j if

i<jel Vv Juo. (i,u) > (j,0) €T V Juov.(i,u) --> (j,0) €T.

We write <r for the reflexive closure of <r. Note that timepoints
in dependency graphs are linearly ordered (as they are a subset
of N), whereas a constraint system’s temporal order only partially
orders temporal variables, reflecting that the execution order of
certain rules may be irrelevant (e.g., two parallel protocol runs can
be arbitrarily interleaved). They are related as follows.
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LEmMA 1 ([38, LEMMA 7]). Suppose (dg, 0) g T. Then (i) ifi <r j
then 0(i) < 0(j) and (ii) if i <r j then 0(i) < 6(j).

2.5 Constraint Reduction and Derivation Trees

We are now prepared to explain the idea behind Tamarin’s proof
methodology. To prove that R k¢ ¢ holds for a protocol model (R, E),
Tamarin uses a tree-search, constraint-solving algorithm. Every
node in the search tree corresponds to a constraint system. Initially,
the tree only contains the root constraint system {}, which trans-
forms proving the validity of ¢ into proving the unsatisfiability of
-, i.e., into an attack search problem.

2.5.1 Constraint Reduction Rules. Constraint reduction rules refine
the search tree’s leaf constraint systems and are of the form

T~ {Tn,. .., T} @)

Such a rule encodes that the constraint system I' can be solved
by solving the constraint systems I, ..., I},. We will often write
concrete reduction rules as T ~» I || ... || I},, where the cases are
easier to distinguish. Given constraint systems I' and A, we write
(T, A) for T' U A and use constraints as singleton constraint systems
when clear from context, for example ¢ stands for {¢}.

To apply a constraint reduction rule to a constraint system, the
rule’s free variables must be instantiated with a substitution so that
the constraint reduction rule matches the constraint system. We
therefore close the relation ~» under substitutions, that is, I'6 ~»
{I10,...,T,,0} for all substitutions 0 and rules (2).

There are different types of constraint reduction rules. For in-
stance, there are rules that (i) work on formula connectives, similar
to the deduction rules of first-order logic, (ii) introduce new node
constraints from f@i constraints, (iii) backwards-complete premise
constraints f >, i, by introducing new nodes and edges connected
to open premises, (iv) enforce the single use of linear facts, or (v) de-
rive contradictions, written as I’ ~» L.

2.5.2 Derivation Trees and Proofs. When a constraint reduction
rule (2) is applied to aleaf T of the search tree, the constraint systems
I to I;; become that node’s children. We formally define Tamarin’s
search tree as a derivation tree.

DEFINITION 2 (DERIVATION TREES). A derivationtree D = (N, &,y)

for a property ¢ is a tree (N, E) with nodes N and edges & € N X N
together with a function y : N — C labeling each node with a
constraint system such that

o y(vg) = {@} for the rootvg € N of D, and

o for each non-leaf node v, there is a constraint reduction rule with

y(@) ~» {y(@) | (v,0") € E}.

A leafv is called an axiom leaf, ify (v) = L (i.e., y(v) is contradictory)
and an open leaf otherwise.

Tamarin’s constraint reduction algorithm terminates when it
finds a proof, i.e., all leaves are axioms, or an attack, i.e., there exists
a leaf constraint system that is solved. For theories that use the
subterm operator [26] and reducible function symbols such as xor,
it can also terminate with unfinishable, i.e., the result is unknown.
Solved constraint systems I are sufficiently constrained to enable
the extraction of a model (dg, 0) kg T [38, Theorem 5]. In particular,
such a constraint system contains no node constraints with an open
premise, which allows the extraction of a dependency graph.
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T

Fr(~n)

#vr : Start{Start( ~n )]

A(~n)

v

A(-n)

A(x)

#vr : Loop[Loop( x )]
A(x)

v

A(x)

A(x)

#j : Loop[Loop( x )]

# : Loop[Loop( ~n )]

A(x)
¥(5)

A(~n)

¥(5)

# : Loop[Loop( X )]

A(x)

P(or)

¥(3)

Figure 4: Proof of ¢; using cyclic induction

A constraint reduction rule of the form (2) is sound if no solutions
are lost, i.e., sols(T") C |J; sols(I}), and complete if no solutions are
added, i.e., sols(T") 2 |J; sols(T}).! Since Tamarin’s constraint reduc-
tion rules are both sound and complete, a proof of ¢ implies R kg ¢
whereas a reduction sequence leading to a solved form implies
(dg,0) g {@} for some dependency graph dg and valuation 6.

3 Overview of Cyclic Induction for Tamarin

Consider the Loop model from Example 1. One property we may
wish to prove is that any Loop fact is preceded by a Start fact:

@1 =VYj,x. Loop(x)@j = Ji. Start(x)@i A i < j.

In the following, we first consider a failed attempt at proving this
property without induction. Afterwards we explain trace induction,
and finally we introduce cyclic induction in Tamarin.

3.1 Proof Attempt without Induction

When attempting to prove ¢1, Tamarin first computes the negation
normal form ¢@;. After some simplifications, it introduces a node
constraint containing the Loop(x)@} action fact and assumes no
preceding Start fact exists (see I'y in Figure 4):

Y (j) = Vi. Start(x) @i = —(i < j).

Next, Tamarin solves the Loop node’s open premise A(x). There
are two cases, denoted by I'>; and Iy, in Figure 4, where the formula
Y (ovr) in Iy should be ignored for the moment. The constraint
system I%; introduces a Start node, which immediately contradicts
the formula ¢/(j). The system Iy introduces another Loop node.
Without using induction, Tamarin enters an infinite loop from here
on, repeatedly solving open A(x) premises, as in Figure 1.

3.2 Proof Using Trace Induction

Tamarin is already capable of proving the property ¢; using trace
induction. Trace induction can only be applied at the proof’s start,
and it splits the formula ¢ to be proven into two cases: (1) the base
case formula BC(¢), which holds if ¢ holds on the empty trace,
and the step formula IH(p) = ¢, where the induction hypothesis
IH(¢) states that ¢ holds on all but a trace’s last timepoint.

'We use the proof-theoretic definitions of these terms here, whereas in [38] the former
relation is called completeness and the latter is called correctness.
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In our example, the base case immediately leads to a contra-
diction. The step case results in a derivation tree similar to the
one depicted in Figure 4. In all constraint systems, the induction
hypothesis IH(¢1) is available:

Vj,x. Loop(x)@j A —last(j) = 3i. Start(x) @i A —last(i) Ai < j.

The presence of the Start node in I} still immediately contra-
dicts the formula /(). In the Loop case Iz, we can now apply the
induction hypothesis to the new Loop node at or, since it is not the
last node. This creates a Start(x)@i fact with i < or < j, which
contradicts the formula ¥/(j).

3.3 Proof Using Cyclic Induction

In a proof based on cyclic induction, there is no explicit induction
rule or induction hypothesis. Instead, one uses the ordinary con-
straint reduction rules and tries to detect loops such as the one in
Figure 1. One folds the associated infinite proof tree into a finite
tree with backlinks and then tries to prove that the resulting cyclic
structure represents well-founded (non-circular!) reasoning. In this
section, we provide some intuition for our cyclic proof system,
which we subsequently formalize in Section 4.

3.3.1  Backlink Formation. We can detect loops by discovering con-
straint systems that are subsumed by more general ones appearing
earlier in the proof. A constraint system I' subsumes a leaf con-
straint system I'” when T'c C I for some substitution o. In this
case, we can introduce a backlink from I'” to T, thereby creating a
pre-proof graph instead of a tree.

We now construct a cyclic proof of ¢; for the Loop example.
Looking at the system I';; in Figure 4, we see that the Loop node
at or repeats the initial Loop node at j in I'. More precisely, the
substitution ¢ = [j +— or] maps the former node to the latter
one. However, we do not have I1o C Iy as o(¢/(j)) = ¢(or) is
missing from Iy. This motivates the introduction of a cut constraint
reduction rule. Using this rule, we can add y/(vr) to the constraint
system Iz, provided we can show in a separate case that adding its
negation leads to a contradiction. Indeed, =i/ (vr) contradicts (j)
because or <r,, j. After cutting in ¢/(or), we have It C Iy and
can thus add a backlink from I3 to I (dashed arrow in Figure 4).
This results in a (cyclic) pre-proof of the property ¢;.

3.3.2  Well-founded Reasoning. To avoid unsound circular reason-
ing, we must ensure that all cycles in a pre-proof correspond to
well-founded inductive arguments. Suppose we have constructed
a pre-proof for ¢, but ¢ is satisfiable, i.e., (dg, 0) kg ¢ for some dg
and 6. Since Tamarin’s constraint reduction rules are sound, every
satisflable constraint system in the pre-proof is either solved or has
a satisfiable child constraint system.

We build a path 7 = ngny - - - as follows. Let ng be @ (satisfiable)
and n;j41 be one of the satisfiable children of n;, as long as n; has
children in the pre-proof. Suppose = were finite. Then, its last
constraint system must be a leaf in the pre-proof and thus cannot
be satisfiable because all leafs in the pre-proof must be contradictory
axiom constraint systems. Thus 7 must be infinite.

To establish that an infinite path 7 corresponds to well-founded
reasoning, we require that every cycle in a pre-proof “progresses”
Progress ensures that repeating patterns captured by backlinks
occur at smaller and smaller timepoints along an infinite path,
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Figure 5: Weakening in cyclic induction proof of ¢;

which contradicts the well-foundedness of timepoints. This follows
the intuition that repeatedly solving the same premises, creating
increasingly larger constraint systems, does not lead to a finite
attack.

More precisely, we say that a backlink from I'” to I’ where I'c C
I’ progresses on j when there is a temporal variable j such that
o(j) <r j (asis the case in our example above). We ensure progress
by requiring that every backlink progresses on at least one temporal
variable j. If we were to traverse a backlink infinitely often, then j
would decrease infinitely often. However, as temporal variables are
interpreted in N, this is impossible.

Additionally, we must ensure that backlinks are mutually com-
patible if they are part of the same strongly connected subgraph
(SCS). 1t could happen that two backlinks # and £ “destroy” each
other’s progress, for example, if each of them increases the variable
on which the other progresses. To prevent this, we will define a
notion of preservation, which we use to define a discharge condition
for pre-proofs and an algorithm to check it.

3.3.3  Explicit Weakening. We now consider a second property,
stating that every Stop fact is preceded by a Start fact:

@2 = Vj,x. Stop(x)@j = 3i. Start(x)@i A i < j.

Trying to prove ¢z by trace induction results in non-termination,
but one can find a proof when using ¢; as an auxiliary lemma.

We next show how to prove this property with cyclic induction
but without any auxiliary lemmas. The initial node constraint is a
Stop node at j and subsequently solving that node’s premise A(x)
produces two constraint systems, one for Start and one for Loop.
The former leads to an immediate contradiction as before. The latter
is depicted as T, in Figure 5. This figure only illustrates the back-
link in the cyclic proof of ¢2 and omits all non-looping branches.
Without any other steps, solving the premise A(x) again would lead
to a constraint system similar to Ty, ;, including the faded-out node.
There is no backlink from this constraint system to I';, because, to
ensure progress, we must map or to or.1. However, if we do that,
we require an edge from vr.1 to j in T, ;, which is missing.

We solve this problem by simply “deleting” the Stop node at j.
This is called weakening and is a well-established and sound proof
rule for generalization; we define a weakening rule in Section 4.
Without the Stop node, there is a backlink from 1"2’211 to 1"2’21, as
illustrated in Figure 5. Note that, in contrast to the previous example,
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Figure 6: A pre-proof (D, L, ). Solid arrows are edges in &
and dashed arrows are backlinks in £.

there is no need to use the cut rule here because the timepoint j in
the formula y/(j) is not substituted by o.

4 Cyclic Induction for Tamarin

4.1 Structural Constraint Reduction Rules

We extend Tamarin’s constraint reduction rules with two additional
rules: weakening and cut, which are well-known structural rules
in logic. To maintain important invariants of Tamarin’s constraint
solving algorithm, we use restricted versions of these rules, but
omit these rather technical restrictions for clarity (see [36]).

The cut rule Sp introduces a new set of formulas A and proves
each formula’s validity in separate cases. The weakening rule Sy,
simply removes some constraints.

Sp:T s (T,A) || ||¢€A(r,a) Sw :T[,A~T

Clearly, Sj is sound and complete and Syy is sound. However,
Sy is incomplete, since sols(T' U A) C sols(T'). Hence, the models
found after applying weakening may not constitute attacks.

4.2 Pre-Proofs

To introduce cyclic reasoning in Tamarin, we augment derivation
trees (Definition 2) with backlinks that introduce cycles. We add a
backlink from a leaf T’ to an inner node I on the path from the root
to I whenever T is a more general constraint system than I, i.e.,
I'oc C I for some substitution o. To ensure sound reasoning, we
must ensure that every cycle “progresses,” which prevents the recur-
ring pattern from repeating indefinitely. We formalize this intuition
in Section 4.3 where we define when pre-proofs become full proofs.

DEFINITION 3 (PRE-PROOF). A pre-proof P = (D, L,3) of a
property ¢ consists of a derivation tree D = (N, &E,y) for ¢, a partial
backlink function £ : N — N, and a partial substitution function
3 : N — S, such that the domain of L and X is the set of open leaves
of D and, for each open leaf v with o, = 3(v), the node w = L(v)
lies on the path from D’s root node vy to v and o, (y(w)) C y(v).

We will often write oy, for 2(v) and we also use L to denote the
function’s graph, which consists of backlinks.

DEFINITION 4 (PRE-PROOF GRAPH). The pre-proof graph of P =
(D, L3 isG(P) = (N,EU L,y). For a backlink £ = (v,w) € L,
we denote the path fromw tov in D by n(?).

Figure 6 gives an example of a pre-proof. Every leaf of the deriva-
tion tree either has an associated backlink or yields a contradiction.
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A strongly connected subgraph (SCS) of G(P) is a subgraph
of G(P) where there is a path from every node to every other
node. A strongly connected component (SCC) is a maximal strongly
connected subgraph. We henceforth only consider SCSs and SCCs
that contain at least one edge without explicitly mentioning it.

Note that any SCS S in G(%) is characterized by the set Lg of
backlinks it contains: S contains the nodes and edges of the paths
7(€) for some ¢ € Lg and the backlinks in Lg. We say that a set
L C L inducesan SCSSif L = Lg.

4.3 Cyclic Proofs and their Soundness

We next show when pre-proofs are sound, i.e., when a cyclic pre-
proof for a property ¢ is a cyclic proof that indeed implies that ¢
holds. Following the intuition presented in Section 3.3.2, the critical
part of a sound definition of (cyclic) proofs is defining suitable
notions of progress and preservation that ensure that the inductive
reasoning embodied in the pre-proof is well-founded.

DEFINITION 5 (PROGRESS AND PRESERVATION). Given a pre-proof
P = (D, L,3) and a temporal variable i € Vimp, a backlink ¢ =
(v,w) € L preserves i if i occurs free in all constraint systems
labeling the nodes on n(£) and 0y(i) <, (o) i, and progresses on i, if
¢ preserves i and oy (i) <y (o) i

y(ov

DEFINITION 6 (PROOF). A pre-proof P = (D, L, X) of a property ¢
is a proof of ¢ if it satisfies the following discharge condition: for
each strongly connected subgraph S of G(P), there is a temporal
variable i € Vimp such that some backlink £ € Lg progresses on i,
and all backlinks t’ € Lg preserve i.

We next state auxiliary lemmas for our soundness theorem.
Proofs of Lemma 2, 3, and Theorem 1 are given in [36]. Point (iii)
of Lemma 2 is needed, since timepoints are in general interpreted
in Q, which is not well-founded. However, timepoints related to
action and node constraints are always interpreted in N.

LEMMA 2 (LOCAL SOUNDNESS). Tamarin’s constraint reduction
rules are sound. In particular, given a ruleT ~» {I1,...,T,,} and a
model (dg, 0) satisfying T, there is valuation 6’ such that (i) (dg,0’)
satisfies some T}, (ii) 0 agrees with 0’ on all free variables com-
mon to T and Ty, and (iii) the property that all free temporal vari-
ables are valuated in N is preserved, i.e., ifQ(fvtmp(F)) C N then

0/ (o (Ti)) € N.

LEmMA 3. Let (v, w) € L be a backlink and (dg, 0) a model satis-
fying y(v). Then (dg, 6 o o) satisfies y(w).

THEOREM 1 (SOUNDNESS). Let P be a proof for a given protocol
model (R, E) and a guarded trace property ¢. Then R g ¢.

PRrOOF (SKETCH). Suppose for a contradiction that ¢ is (R, E)-
satisfiable. Then there is a model (dg, 6y) g ¢. Using Lemmas 2
and 3, we construct an infinite sequence {(vg, Ox) }ren of pairs of
nodes and valuations such that 7 = {vg } e is an infinite path in
G(P) and, for all k € N, (dg, 6) kg y(vr) and, for all temporal
variables i € fv(y(vg)), 0k (i) € N. By the definition of proofs
and Lemma 1, there is a temporal variable i such that the sequence
{0k (i) } ken of timepoints eventually decreases infinitely often. This
contradicts the well-foundedness of the natural numbers. O
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Algorithm 1 Returns a discharging progress order (£, C, 1) for a
pre-proof P = (D, L, ) if one exists and fails otherwise.

1: let C be a partitioning of L into sets inducing G(#)’s SCCs
2: return progress_order P (Idp) 0 C

3:

4: function progress_order P (C) 1 C =

5. if dom(1) = £ then

6 return (£,C,1)

7: else

8 letLe Candf € Landi € Vyyy such that

9: ¢ progresses on i and all ¢ € L preserve i

10:  if these do not exist then
1 return failure
12:  else
13: letC’=c U {({,¢0)| ¢ €L}
14: let Cr, be the partitioning of L \ {£} into subsets
15: that induce the SCCs of (N,E UL\ {£})
16: letC’=(C\{LHhuC
17: return progress_order P (C’) (1[¢ — i]) C’
18:  endif
19: end if

4.4 Alternative Discharge Condition

We give an alternative condition for pre-proofs that can be easily im-
plemented as an algorithm to check whether a pre-proof is a proof.

4.4.1 Progress orders. This condition is based on progress orders [45,
48], which organize backlinks into a partial order, labeled with

temporal variables. A progress order that satisfies our alternative

discharge condition ensures that there exists a temporal variable

decreasing infinitely often along every infinite path. The order iden-
tifies such a variable as the greatest element for every SCS and, in

turn, for every infinite path. We show that this alternative discharge

condition is equivalent to the original one in Definition 6.

DEFINITION 7 (PROGRESS ORDER). Let P = (D, L,X) be a pre-
proof. A progress order (L,C, 1) for P is a partial order (L,C) on
the set of backlinks and a labeling function 1: L — Vi assigning
to each backlink ¢ a temporal variable 1(£) such that, for every SCS S
of G(P), Ls has a C-greatest element.

DEFINITION 8 (ALTERNATIVE DISCHARGE CONDITION). A progress
order (L,E,1) for a pre-proof P = (D, L, %) discharges P if for all
t € L:¢ progresses on i(£), and ¢ preserves 1(t’), forall ¢ C ¢’.

Note that every total order on backlinks is a progress order and
for total orders the discharge condition corresponds to a lexico-
graphic order on the temporal variables associated to the backlinks.

4.4.2  Algorithm for Checking Discharge Condition. We give an
algorithm that, given a pre-proof P = (D, £, X), computes a dis-
charging progress order (£, C, 1) if one exists and fails otherwise
(Algorithm 1). The algorithm first determines a partitioning C of
the set of backlinks £ into sets inducing G(#)’s SCCs (line 1) and
then calls the recursive function progress_order (line 2). Besides
the (fixed) pre-proof P, this function has three parameters: the
current ordering C on L, the current labeling of backlinks with

2[45, 48] use the term “induction orders”, which we avoid for clarity.
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Figure 7: Progress order construction for Figure 6’s pre-proof.

temporal variables ¢, and a set C of subsets of £, which partitions
the set £ \ dom(t) into the subsets that induce the SCCs of the
graph (N, & U L\ dom(:)). Initially, the relation C is the identity
relation Id ; on £ and the labeling : (and hence dom(:)) is empty.
Note that, since the initial partial order is flat, all elements of £ are
minimal.

Each recursion adds some ¢ € | J C to dom(t). The idea is that
progress and preservation for all SCSs S of G(#) containing back-
links in dom(:) is already covered (in the sense of Definition 6),
while these properties remain to be shown for the remaining SCSs,
each of which is induced by (a subset of) some L € C.

The algorithm terminates and returns (£, C, 1) when the labeling
1 covers all of £ (line 6). Otherwise, it determines a backlink ¢ in one
of the sets L € C and an associated variable on which ¢ progresses
and which all elements in L preserve (lines 8 and 9). These exist if
P is a proof. Otherwise the algorithm fails (line 11). The backlink ¢
then becomes the greatest element of L (line 13). The partition C
is updated by removing the set L from C and replacing it by the
sets in the partitioning of L \ {¢} into subsets inducing the SCCs of
the graph (N, E UL\ {¢}) (lines 14-16). The mapping [£ > i] is
then added to 1 and the function progress_order is recursively called
with the updated parameters (line 17).

ExampLE 3 (COMPUTING A PROGRESS ORDER). Figure 6’s pre-proof
has four backlinks L = {1, £z, £3, £4}. Suppose the backlinks progress
on (£<) or preserve (£=) the temporal variables i, j, k, and [ as follows:

ec={iy ={y &=k ={
s ={iy 6 ={ij} € ={ipk} ¢ ={D]

We now use the function progress_order (Algorithm 1) to compute
a progress order as follows. Note that L induces the single SCC of the
pre-proof graph. We start with Ty = Id 7, the identity relation on L,
1o the empty labeling, and Cy = {L}. Observing that £; progresses
on i and all other backlinks preserve i, we place ¢; above the other
backlinks in ©1 and set 11 = 1o[¢1 V> i] as in Figure 7a. The updated
set Cy then partitions the set of remaining backlinks {3, 3, £4} into the
two sets {ta, £3} and {£4}, inducing the remaining SCCs (i.e., ignoring
1’s backlink in the pre-proof graph). Next, we see that £, progresses
on j, which ¢3 preserves. Hence, we place ¢ on top of t3 in Ty and set
12 = 11|tz — j]. Removing £5’s backlink in turn, Cy contains the sets
{63} and {t4}, inducing the only remaining SCCs. As {3 progresses
on k and 4 progresses on I, we add these as mappings to the final
labeling 1 in two additional recursive calls of progress_order.

The resulting progress order is depicted in Figure 7b. Note that,
since £y does not preserve j and k, requiring a linear progress order as
a discharge condition would be too strong for this pre-proof.
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The alternative discharge condition is equivalent to the original
one from Definition 6, as stated in the following proposition, which
we constructively prove based on Algorithm 1 in [36].

PROPOSITION 1 (EQUIVALENCE OF DISCHARGE CONDITIONS). A
pre-proof P = (D, L, %) is a proof if and only if there exists a progress
order (L,C, 1) for P.

5 Implementation

Our implementation of cyclic proofs required a major overhaul of
Tamarin. We changed around 200 files, inserted 61,000 lines of code,
and deleted 24,000 lines of code. In this section, we describe this
implementation, which is available at [35].

When Tamarin searches for proofs, it constructs a proof tree
by repeatedly executing proof methods, which typically apply se-
quences of constraint reduction rules. At each node of the proof
tree, Tamarin can choose one from the many available proof meth-
ods to apply, and heuristics guide which proof methods will be
applied automatically by Tamarin. In this section, we describe new
proof methods and heuristics for cyclic induction, and how our
implementation verifies that constructed pre-proofs are valid.

5.1 Backlink Search

5.1.1 Cyclic Proof Methods. We implemented three new proof
methods: search backlink, cut, and minimize for cyclic proofs, the
last of which combines weakening and cut. When used naively, cut
and weakening considerably enlarge Tamarin’s search space. The
set of formulas that could be cut in is infinite, and theoretically,
every single constraint could be weakened. Thus, we must restrict
the application of these proof methods.

When applying the proof method search backlink to a constraint
system I, our implementation searches for a substitution such that
some constraint system on the path from T’ to the root subsumes
I'. Although we implemented several optimizations to the backlink
search (see Section 5.1.2), backlink search is an instance of the sub-
graph isomorphism problem, which is NP-complete [22]. Thus, we
cannot exclude instances where backlink search is computationally
expensive. We therefore implemented the backlink search as a proof
method so that users or heuristics can avoid backlink search when
it is too expensive.

When implementing the backlink search, we observed cases
where we expected a backlink, but where “trivial” formula con-
straints were missing in the leaf constraint system. Whenever a
backlink search finds such a “close” match, our implementation
suggests cutting in missing constraints. Noteworthy, this is the
only way for our implementation to suggest the cut proof method.

Finally, minimize for cyclic proofs applies weakening combined
with cut to restore ordering information lost by weakening edge
constraints. Weakening can be required to find backlinks (see Sec-
tion 3.3.3). The proof method weakens all nodes that occur after the
start of a loop and iteratively weakens nodes that provide premises
of already weakened nodes. This proof method implements a simple
weakening heuristic, which we discuss further in Section 6.2.2.

Implementing automated weakening has multiple benefits: (1) It
enables finding some backlinks in the first place. (2) The resulting
constraint systems are smaller, lowering the cost of backlink search.
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(3) Weakening can lead to termination rather than non-termina-
tion when no proof is found. As weakened constraints systems
are smaller, they are more likely to become solved. Tamarin will
report “unfinishable” for such constraint systems as they may not
be counterexamples. This informs the user that automated methods
to tackle loops failed. Without cyclic induction, failing to tackle a
loop typically results in non-termination.

5.1.2  Backlink Search Algorithm. We optimized our implementa-
tion of backlink search between two constraint systems by exploit-
ing that substitutions must progress. To ensure progress, a substi-
tution associated to a backlink must map at least some nodes to
nodes that occur earlier in the constraint system. We generalize this
observation and implement backlink search as a DAG-prefix search.
DAG nodes are node constraints and f@i formula constraints. DAG
edges are edge constraints and i < j formula constraints. These
DAGs capture many important properties of constraint systems
and provide structure to guide the backlink search. The DAG-prefix
search attempts to match the smallest (w.r.t. to the edge-relation)
nodes in the smaller DAG to the smallest nodes in the larger DAG
and iteratively refines the resulting substitution by attempting to
match the children of already matched nodes with one another.
Should the substitution at some point match the two DAGs, we
check whether it also applies to remaining constraints.

To speed up the DAG-prefix search, we color the DAG nodes in
such a way that (a) we can check in constant time whether two
nodes have the same color, and (b) two nodes can be matched only if
they have the same color. Concretely, we color nodes annotated with
rule instances using their rule name and nodes not yet annotated
with rule instances with the list of action facts present at that node.

Technically, this search is incomplete. For example, it might be
necessary to map a smallest node in the one graph to some node in
the middle of the other graph. However, as constraint systems are
constructed incrementally, it is likely that we considered such map-
pings earlier during proof search and need not consider them again.

5.2 Proof Search

5.2.1 Heuristics. We have adapted Tamarin’s heuristics that rank
proof methods during proof search. Tamarin supports two main
heuristics: a general-purpose “smart” heuristic and an “injective”
heuristic that is tailored for theories that heavily use loops. We
amended both of these heuristics as follows.

Tamarin recognizes some proof methods as looping in that after
applying them, the same proof method is typically available again.
To avoid immediate non-termination, such proof methods will be
applied in a round-robin fashion. We modified Tamarin’s heuristics
such that proof methods related to cyclic proofs are recognized as
looping and prioritized like other looping proof methods.

The other heuristic we implemented is that Tamarin will search
backlinks before minimizing for cyclic proofs. This ensures that
weakening does not preclude backlink formation. Beyond that, we
implemented no further heuristics. Thus, cyclic proofs can success-
fully be implemented with little guidance, as will become clear
when we present our case studies in Section 6.

5.2.2 Discharging Pre-Proofs. So far, we showed how we imple-
mented proof methods for finding backlinks, and how we rank these
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proof methods to find cyclic pre-proofs. The final step of a cyclic
proof is to check whether the pre-proof discharges, i.e., whether
Definition 8 applies. Implementing Algorithm 1 directly proved to
be challenging as Tamarin’s code-base is recursion-oriented. We
thus slightly modified Algorithm 1 as follows.

The proof search in Tamarin recursively associates nodes with re-
sults, which can be: the constraint system is (i) unfinishable, (ii) con-
tradictory, (iii) has a backlink, or (iv) a solution was found. Tamarin
successively applies proof methods until it encounters constraint
systems for which it can directly decide their result. These con-
straint systems become the pre-proof’s leaves. Tamarin determines
the inner nodes’ results by combining their children’s results. For ex-
ample, the results solved and contradictory are combined to solved.

We modified Tamarin’s proof search such that it recursively
checks whether the pre-proof discharges. Our implementation in-
verts Algorithm 1. Observe that Algorithm 1 non-deterministically
splits a set of SCCs into increasingly smaller SCSes to create a
progress order. For every SCS, Algorithm 1 checks that it discharges.
Instead of decomposing SCCs into SCSes, we compose SCSes to
SCCs. Our implementation initialy stores each backlink in a sin-
gleton SCS, checks that this SCS discharges, and returns it. It then
recursively composes SCSes into larger SCSs, eventually becoming
SCCs, while maintaining the invariant that each SCS discharges. If
at any point we fail to combine SCSes into a discharging SCS or
SCC, we mark the proof as unfinishable.

There might be progress orders found by Algorithm 1 that our
implementation does not find because our implementation traverses
the pre-proof’s SCSes following its tree structure, but Algorithm 1
searches non-deterministically. However, we never encountered
proofs for which our implementation failed to find a progress order.

6 Case Studies and Discussion

We evaluated cyclic proofs on fourteen case studies, which include
two models of the Signal protocol. Our evaluation shows that cyclic
induction consistently reduces the number of auxiliary lemmas
required to prove a conjecture compared to trace induction. In
fact, cyclic induction typically requires no auxiliary lemmas. Many
properties that previously required auxiliary lemmas, can now be
proven without them. In particular for Signal, we observe that cyclic
induction reduces model complexity, requiring fewer annotations,
and simplifies proof search. There are only five exceptions. For two
lemmas, cyclic induction requires the same auxiliary lemmas as
trace induction. For one lemma, cyclic induction requires some, but
fewer, auxiliary lemmas than trace induction. For another lemma,
cyclic induction requires a different auxiliary lemma than trace
induction. Finally, for one lemma, we were unable to construct a
proof when using cyclic induction; however, we specifically en-
gineered this lemma to be unprovable with cyclic induction. We
discuss this further under limitations in Section 6.2.

We divide our case studies into three sets. The first set con-
tains models that originate from Tamarin’s standard examples and
those of [34]. These models were developed to exhibit particular
challenges of real-world looping protocols. The second set con-
tains two models of Signal. The third set contains what we call
destructor-based theories. We find that destructor-based theories are
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not well-suited for cyclic induction proofs and discuss this further
in our limitations section.

We provide an overview of all case studies in Table 1. We ana-
lyzed the exact same theories and lemmas per induction scheme,
i.e., theories were not modified for specific schemes. Table 1’s first
column shows to which set a theory belongs. Every set contains
multiple theories (second column), which contain multiple lem-
mas (third column). We number lemmas for clarity. The columns
grouped by “Provable...” show whether a given lemma is provable
with: no induction (“w/o I”), trace induction (“w/ TI”), or cyclic
induction (“w/ CI”). v/ means that the lemma is provable. (X) means
that the lemma is provable with the given scheme when using the
referenced lemmas from the same theory as the auxiliary lemmas.
For example, the lemma “Secrecy” from the “Crypto API” theory
requires the lemma “Invariant” as an auxiliary lemma (cf. Table 1).
Some lemmas are provable without induction but require inductive,
auxiliary lemmas. As such lemmas are also provable with induction,
we show the auxiliary lemmas required to prove the conjecture
with induction in gray. No symbol means that we were unable to
find a proof with the respective scheme. In the two columns named
“Auto,” we mark whether Tamarin was able to automatically con-
struct a proof with its built-in heuristics using (i) no induction or
trace induction or (ii) cyclic induction. The two columns grouped by
“Using...” show whether the proof methods cut (Sp) or minimize
for cyclic proofs (Sy) were used in a cyclic proof. “User” in the
column for Sy, marks that user-specified weakening was required
(see Section 6.2.2).

6.1 The Signal Case Study

Signal is the most widely used, end-to-end encrypted messaging
protocol. It is so complex that previous attempts to prove its security
in the symbolic model either drastically abstracted the protocol
or even developed entirely new tools to tackle it (see Section 7.2).
Signal uses the double-ratchet and X3DH key agreement protocols
to achieve strong secrecy guarantees [41, 37]. The double-ratchet
is a nested loop that establishes new shared secrets using Diffie-
Hellman key exchange in an outer loop, and derives symmetric
encryption keys from these shared secrets in an inner loop.

To evaluate cyclic induction, we proved message secrecy for two
models of Signal (1 and 2). In our models of Signal, we assume that
clients use authentic long-term and pre-key material for session
establishment. Clients exchange messages over an insecure net-
work, and they derive encryption keys using the double-ratchet
and X3DH [41, 37]. We fully modelled the looping behavior of the
double-ratchet, without abstracting it in any way. However, we
did not model any features of Signal beyond the double-ratchet
and X3DH, and, in particular, did not model skipped messages. The
two models differ in that Signal 1 only allows long-term key reveal,
whereas Signal 2 also allows revealing pre-keys and ephemeral keys.

We formalize message secrecy for Signal as follows:

VYm, a, b, t.Send(m, a, b) @t
= -dx.K(m)@x
V dx.LtkReveal(a) @x Vv 3x.LtkReveal (b) @x
[V 3x.RevealPre(a) @x Vv Jx.RevealPre(b) @x
V dx.RevealEph(a, b)@x Vv 3x.RevealEph(b, a) @x].
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Provable... Using...
Set Theory Lemma w/o 1 [ w/ TI [ ...auto [ w/ CI [ ...auto | Sp [ %SW
(1) Start before Loop v v v v v
Loop (2) Start before Stop (1) (1) v v v v
(3) Loop before Stop v v v v
(4) Stop unique (3) (3) v v v
(1) Loop Start v v v v v
(2) Loop First v v v v
(3) Loop Success Ord v v v v
Hash Chain (4) Loop+Success inv. v v v v | /+ User
(5) Loop+Success 3)-(4) | (3)-(4) v 4) v User
(6) Success inv. v v v v v
(7) Success (6) (6) v v v v
(1) Invariant v v v
Crypto API () Secrecy OO 7 7 7
Key Renegotiation Secrecy v v v
Set 1 Create, Use, (1) Use v v v v v
Destroy (2) Destroy (1) v v v v
(1) Outer Loop Step v v v v v
. (2) Fresh Seed (1) v v v v
Alternating Loop (3) Seed Secrecy (1) v v v
(4) Key Secrecy v v v v v
(1) Outer Loop Step v v v v v
(2) Fresh Seed (1) v v v v
Nested Loop (3) Seed Construction (1) v v v v
(4) Key Construction v v v v
(5) Key Secrecy (1)-(4) | (1)-(4) v v v v
(1) Loop Start v v v v
Revealing Loop (2) Seeds Match v v v v
(3) IDs Match v v v v
(4) Secrecy (D-2) | (1)-(2) v 3) v
(5) Secrecy Variant 1)-2) | (1)-(2) v v v
(1) Outer Loop v v v v v v
. (2) Rk Secrec (1) v v
Signal 1 (3) Ck Secrecz 4 v v 4
Set 2 (4) Secrecy 2)-3) | (2)-(3) v v v
(1) Outer Loop v v v v v v
. (2) Rk Secrec (1) (1) v v
Signal 2 (3) Ck Secrecz v v v v
(4) Secrecy 2)-(3) | (2)-(3) v v v
(1) Correctness Invariant v v v v v v
(2) Correctness End (1) v v v v v
Up and Down (3) Gen Start v v v v v v
(4) Destr Seed (3) v v v v v
(5) Gen Unique v v v v v
Set 3 (6) Correspondence (1)+(5) v
Loop Exits (1) Correspondence v v v v v v
(2) Correspondence Cut v v v v v
TESLA 1 Authentic v v v v
(1) Unique Keys v v v v v
TESLA 2 (2) Key Expiry (1) v (1) v
(3) Authentic (1)-(2) v (1)-(2) v

Table 1: Case studies to compare induction schemes. For a detailed explanation, see the beginning of Section 6.
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Pattern 1

Pattern 2

Pattern 3

Figure 8: Proof graph of Secrecy for Signal 2. We abstract
repeating patterns. The tree contains 31 backlinks.

The part marked in square brackets applies to Signal 2 only.
The lemma formalizes that a message m sent from participant a
to participant b remains confidential unless one of the following
key compromises occurs: (i) One participant’s long-term key was
revealed (LtkReveal), or (ii) pre-key material of one participant was
revealed (RevealPre), or (iii) ephemeral key material from a session
between a and b was revealed (RevealEph).

When using cyclic induction, we could prove message secrecy
as formalized above for both Signal case studies without requir-
ing any auxiliary lemmas. The proofs for the Signal case studies
contain 55 backlinks for Signal 1 and 31 backlinks for Signal 2.
Figure 8 depicts the proof graph of the Signal 2 case study and il-
lustrates a complex proof structure. Nevertheless, Tamarin can find
a proof automatically when supplied with a simple heuristic that
instructs Tamarin to deprioritize solving equations that can lead to
case splits. For example, such equations describe the structure of
Diffie-Hellman shared secrets, and we observed that solving these
equations leads to a state-space blowup during proof construction.
With this simple heuristic (along with the heuristics presented in
Section 5.2.1), Tamarin finds a proof for each Signal case study in
around 40 seconds, showing that cyclic induction can indeed be
used to find complex, inductive proofs with little guidance.

For comparison, we also followed the proof methodology pre-
sented in [34] to prove message secrecy using trace induction for
both Signal case studies. In both cases, we needed to write three
very similar auxiliary lemmas to prove message secrecy. Moreover,
writing these lemmas required changing the model substantially,
adding more annotations to help formalize the lemmas. Our Signal
case study shows that cyclic induction drastically simplifies the
analysis of protocols like Signal when compared to trace induction
and that it is easy to find a cyclic proof for both Signal case studies.

6.2 Limitations

6.2.1 Destructor-based Models. During our case studies, we found
that cyclic induction often does not improve, and sometimes even
hinders, proof construction for models that are destructor-based. We
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Up(x)
#r : Up[Up(x )]
Up(h(x))

v

Up(h(x))
#a: Up[Up( h(x) )]
Up(h(h(x)) )

T

Down( h(h(h(x))) )

Y

#vr.1 : Down[Down( h(h(x)) )]

Up(x) Down( h(x))
#a : Up[Up(x )]

Up(h(x))

Down( h(h(x)) )

v

Down( h(h(x)) )

#b : Down[Down( x )]

Down(x)

#b : Down[Down( h(x) )]

Down( h(x) )

Figure 9: Illustration of diverging terms. Blue nodes are con-
structor rules, green nodes are destructor rules.

call models destructor-based if they use not only looping construc-
tor rules, but also looping destructor rules. Constructor rules use the
terms in their premises to construct larger terms in their conclusions.
In contrast, destructor rules destruct the terms in their premises,
creating smaller terms in their conclusions. We encountered this
limitation when proving the TESLA protocol, but illustrate it on
the smaller model called “Up and down”

The “Up and down” model contains two loops. The first loop
generates a seed x and applies a hash function h an arbitrary number
of times to that seed. The second loop starts when the first loop
ends, and non-deterministically often removes the hash function.
Thus, the first loop constructs a term A" (x), and the second loop
destructs that term resulting in " (x) (m < n).

We call the problem of destructor-based models diverging terms.
During proof construction for destructor-based theories, one will
often encounter cases where both the construction and destruction
loops are instantiated, as illustrated in Figure 9. One will generally
be unable to find backlinks as the looping rules’ terms diverge.
Observe that the terms in the premises in Iy in Figure 9 are x and
h(x). When solving for the constructor rule’s premise, the term
in the added premise rule remains x. However, when solving for
the destructor rule’s premise, the term in the added premise rule
is h(h(h(x))). Thus, to find a substitution matching the previous,
smaller constraint system, we must both match x with x and h(x)
with h(h(h(x))), i.e., x with h(h(x)), which is impossible.

While we were able to construct proofs using cyclic induction
for destructor-based models, sometimes still reducing the number
of auxiliary lemmas (see Table 1), we found it easier to construct
proofs for the TESLA case studies with trace induction than with
cyclic induction. TESLA is a broadcast authentication protocol for
which we analyze two variants. For TESLA, the auxiliary lemmas
originally provided for trace induction helped mitigate the issue
of diverging terms. However, finding backlinks when using these
auxiliary lemmas requires care, e.g., weakening and backlink search
must only be applied to a few, selected nodes in the derivation tree,
and applying them elsewhere typically yields “unfinishable””

6.2.2  Heuristics. Our heuristics are simple (see Section 5.2.1), but
likely not optimal. Excluding Signal and TESLA, all our case studies
are automatically provable when using trace induction but not
when using cyclic induction. This comparison, however, is unfair
as many trace induction proofs require writing auxiliary lemmas,
which is an inherently manual task. With cyclic proofs, far fewer
auxiliary lemmas are required. Thus, cyclic induction paves the
way for future work on improved proof automation.
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Figure 10: Timing of cyclic induction (CI) compared to trace
induction (TI). 100% means that CI takes twice as long as TI.

There are, however, exceptions, and proving some lemmas with
cyclic induction required auxiliary lemmas or user-specified weak-
ening. User-specified weakening means that weakening is required
to find a proof, but using minimize for cyclic proof is insufficient
because it would weaken either too much or too little. We leave it
as future work to develop better heuristics for cyclic proofs.

6.2.3  Performance. Backlink search is NP-complete, and we thus
cannot exclude that there are theories where proof search takes
considerable time. In practice, however, we find that our implemen-
tation is performant. We timed proof construction on a MacBook
with an Apple M2 Max CPU and 32 GB of memory. Complex, real-
world case studies such Signal and TESLA can be proven quickly.
These case studies take around 45 and 2.5 seconds respectively to
verify. Proving all other case studies took at most 0.12 seconds.
When compared to trace induction, we find that cyclic induc-
tion takes on average as long as trace induction, with one outlier,
see Figure 10. Comparing the verification times directly, however,
is unfair as trace induction requires more auxiliary lemmas than
cyclic induction. First, auxiliary lemmas must be conjectured by the
user, and this process cannot be easily timed. Second, we included
the verification time of auxiliary lemmas for cyclic induction. For
example, if we only verify Secrecy with cyclic induction but all
lemmas with trace induction, then the proof time for Signal 1 and 2
change only by 0.96 (2.6%) and -0.16 seconds (-0.36%) respectively.

7 Related Work

7.1 Cyclic Proof Systems and Tools

7.1.1  Proof Systems and Applications. Cyclic induction proof sys-
tems have been developed and used in diverse areas of logic and
computer science. These include first-order logic with inductive
predicates [13, 17], Peano arithmetic [47], Kleene algebras [28, 43],
modal and first-order p-calculi [46, 49, 2, 1], higher-order fixed
point arithmetic [33], equational reasoning about functional pro-
grams [31], reasoning about process languages [46, 27], program
logics [14, 44, 51], and program synthesis [30].

In many cases, cyclic proof systems are at least as powerful as
systems based on explicit induction rules. An interesting theoretical
question is whether they are equivalent. This has been settled in the
positive for first-order p-calculus [49] and Peano arithmetic [47] and
in the negative for first-order logic with inductive predicates [6].
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7.1.2 Tools for Cyclic Proofs. The Erlang Verification Tool was
an early implementation of cyclic proofs for proving first-order
p-calculus properties of Erlang programs. It supports induction,
co-induction, and their combination via alternating fixed points.
Brotherston et al. [15] implemented a proof system for entailment
proofs in separation logic using a deep embedding in HOL Light.
Cyclist [16] is a generic stand-alone tool for cyclic proofs, which
can be instantiated to different logics, e.g., for program termina-
tion in separation logic [44] and temporal properties of pointer
programs [51]. CycleQ [31] is a tool for equational reasoning about
functional programs. Cypress [30] uses cyclic reasoning for the de-
ductive synthesis of heap-manipulating programs from separation
logic specifications. Our work is the first use of cyclic proof systems
for security protocol verification. This required addressing several
challenges, as discussed in the introduction.

7.2 Symbolic Protocol Verification

Two other, modern symbolic protocol verifiers are ProVerif [10]
and DY" [7]. Both tools were used to analyze protocols comparable
to our case studies. ProVerif was used to analyze Signal [32] and its
post-quantum secure key agreement protocol PQXDH [9], but both
analyses are quite limited in scope. The former does not consider
Signal’s symmetric ratchet, and only considers a finite number
of protocol sessions. The latter analyzes PQXDH in isolation and
thus does not consider any of Signal’s looping behavior. Recently,
ProVerif was extended to support trace induction [11] comparable
to Tamarin’s trace induction. As in Tamarin, the lemma to be proven
must be formulated as an inductive statement, and the induction
variable is the length of the trace and thus fixed.

ProVerif’s induction was used to verify election protocols [20]
and protocols using authenticated data structures [21]. We discuss
[21] in future work. The election protocol model in [20] includes
two loops, one to fix the number of voters (non-deterministically
counting up), and one to tally the votes (counting down). These
loops resemble the “Up and down” model (see Section 6.2.1), for
which we proved properties similar to those in [20].

ProVerif’s induction is fairly new and there are few case studies
using it. It remains to be seen whether ProVerif’s induction scales
to protocols like Signal, which we proved as part of our case studies
with little effort. However, given that ProVerif’s induction mecha-
nism closely resembles Tamarin’s trace induction, we expect that
there are limitations similar to Tamarin’s.

DY* was employed for a formal analysis of Signal [7], and it was
later also used to analyze parts of the Message Layer Security group
messaging protocol [52]. DY* builds on the program verifier F*, and
thus uses dependent types. It maintains a global trace variable that
is used to express security properties. DY* is very expressive and
allows for intricate proof strategies. This comes at the expense of
significant manual interaction, as DY proofs require user-specified
invariants on the global trace that are strong enough to imply the
desired security property. The original DY* paper was motivated by
looping protocols, like Signal, being out-of-scope for modern proto-
col verifiers, like Tamarin. The formal analysis of iMessage, which
is more complex than Signal, showed that this is not the case [34].
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8 Conclusion

We have introduced cyclic induction reasoning in Tamarin, proved
its soundness, implemented it, and evaluated it on fourteen case
studies, showing that it can be used to easily find proofs for complex
protocols such as Signal. Cyclic induction exploits repeating pat-
terns in Tamarin’s constraints systems, and thereby avoids previous
sources of non-termination during proof construction. Moreover,
cyclic induction fundamentally changes how one constructs induc-
tive proofs. Tamarin’s previous induction scheme, trace induction,
required writing inductive lemmas and could only be applied at the
start of a proof. In contrast, cyclic induction enables Tamarin to
automatically, and on-the-fly, discover inductive proofs. By find-
ing repeating patterns in graphs, cyclic induction avoids the need
for auxiliary lemmas in many practically relevant case studies. In
contrast to writing auxiliary lemmas, finding repeating patterns in
graphs is much better suited for automation.

Future Work. We believe that cyclic induction can benefit from
further optimized heuristics and algorithms for constructing cyclic
proofs automatically. There are many promising options here. For
example, there is an enormous body of work on the problem of
subgraph matching (e.g., [53, 12, 50]). Applying results from this
field could further improve our implementation of backlink search.
Additionally, one could explore better search strategies. For exam-
ple, backtracking when negated branches of a cut do not lead to
a contradiction, automated weakening of formulas that are not
required to derive contradictions in base cases, and much more. An-
other interesting line of work is exploring whether cyclic induction
can simplify proving properties of protocols using authenticated
data structures such as Merkle Hash Trees in the symbolic model,
which was initially suggested by [21]. Finally, our cyclic induction
framework does not yet apply to Tamarin’s mode for proving obser-
vational equivalence [4]. Investigating whether it does also remains
as future work.
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